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Abstract

The multi-controller scheme is widely adopted in Software-Defined Wide Area Networks (SDWANS),
where a WAN is segmented into multiple domains, each controlled by one controller. These controllers
communicate with each other in-band, necessitating authentication before exchanging control messages.
However, relying solely on identification of a single node for authentication exposes the network to spoofing
attacks, jeopardizing its security. To address this issue, we present SERAPH, an innovative (¢, n)-threshold
signature-based authentication scheme that verifies not only the node itself but also its “endorsement” nodes
to establish its identity. We have investigated the best practice for defining the “endorsement” relationships
concerning security and overheads, formulating the problem as an integer programming problem. We have
demonstrated the polynomial-time hardness (NP-hardness) of the problem and proposed an efficient SERAPH
algorithm. Through our rigorous simulation analysis, we show that SERAPH can provide comparative
performance with Optimal and reduce time usage by over 90%.

1. Introduction

Software-defined Networking (SDN) [1] is a preva-
lent paradigm that extracts the control plane from
the data plane, facilitating the control plane with
a global view of the whole network. This new fea-
ture significantly benefits the network not only for
finer-grained controlling and management but also
for fast enforcement of network policies, making it
easier and more efficient for traffic engineering for
Wide Area Networks (WANs) engineering [2, 3, 4].
Thus, the SDN powered WAN becomes an SDWAN.

In large-scale commercial SDWAN networks, mul-
tiple controllers are employed for enhanced re-
siliency [5] and performance [6]. As a result, the
network is divided into several domains, each under
the control of one (logical) controller. By shar-
ing control messages with other controllers, each
controller has a comprehensive view of the entire
network. Typically, these control messages are sent
in-band, leveraging the underlying data plane net-
work to relay them [3|. Hence, authentication is
necessary before any controller communications to
ensure network security.

The current authentication mechanisms for con-
trollers primarily rely on the Public Key Infrastruc-
ture (PKI) approach, where a Certificate Authority
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(CA) is utilized to validate the identity of each con-
troller. In most cases, SDWAN owners establish
their own CA [7], but it can become a single point
of vulnerability, as the entire network is compro-
mised if the CA is hacked. Recent approaches have
explored utilizing blockchain technology [8, 9], which
creates a distributed database for storing authen-
tication information. However, these approaches
encounter challenges in terms of scalability and per-
formance, as they require the participation of all
controllers for authentication and can significantly
impact the efficiency of network policy enforcement.

In this paper, we present SERAPH, a (t,n)-
threshold signature-based approach. When authen-
ticating a controller (i.e., source node), SERAPH ju-
diciously chooses few “endorsement” nodes to prove
the authenticity of the source node. The intelli-
gence behind is the (¢, n)-threshold signature, where
siglets (i.e., signature pieces) of ¢ nodes out of the
total number of n nodes can be consolidated and
verified [10]. However, employing all other nodes
for “endorsement” can incur significant performance
overhead, while using fewer can compromise the se-
curity as well. The question is: how can we achieve
both security and performance simultaneously?

We define the challenge as the “Endorsement”
Mapping Problem (EMP). Our observation is that
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the “endorsement” relationship plays a crucial role
in achieving the goals of controller authentication
in a multi-domain SDWAN network. Consequently,
we formulate the EMP problem by considering both
authentication security and the performance over-
head associated with “endorsement”. Essentially,
the problem aims to minimize the performance over-
head while meeting specific security requirements.
We mathematically formulate the EMP problem
as an integer programming problem and prove its
Non-polynomial hard (NP-hard) time complexity.
To efficiently tackle the problem, we propose the
SERAPH algorithm, which iteratively selects a node
based on two criteria: the minimum communication
overhead (distance) and the minimum probability
of compromise. SERAPH repeats the process until
the "endorsement" mapping satisfies the security
requirement. Through extensive simulations, we
demonstrate that SERAPH achieves comparable per-
formance to the Optimal solution while significantly
reducing the time required by over 90%.

To summarize, our contribution is three-fold:

e We identify the drawbacks of existing PKI-
based point-to-point authentication schemes in
multi-controller SDWAN and present the EMP
problem and the SERAPH protocol.

e We mathematically formulate the EMP prob-
lem as an integer programming problem, prove
its NP-hard time complexity, and propose an
efficient heuristic algorithm called SERAPH.

e We conduct rigorous simulations to evaluate
the performance of the SERAPH algorithm and
prove it can achieve near-optimal performance
with over 90% time-usage reduction.

The rest of the paper is structured as follows. Sec-
tion 2 provides a concise overview of the essential
background knowledge on SDWAN and the (¢,n)-
threshold signature mechanism, followed by a survey
of related work. In Section 3, we illustrate the EMP
problem with a concrete example and introduce our
attack model. The detailed mechanism of the SER-
APH protocol is described in Section 4, while in Sec-
tion 5, we formally formulate the EMP problem. We
further demonstrate the NP-hard time complexity
of EMP and propose an efficient heuristic algorithm
in Section 6. We conduct comprehensive simulations
and analyze the simulation results in Section 7 to
evaluate the performance of SERAPH, and we discuss
SERAPH’s various properties in Section 8. Finally,
Section 9 concludes the paper.

Data Plane

"] SDN controller (_JSDN switch

Figure 1: Two forms of multi-controller SDNs.

2. Background and Related Work

In this section, we brief the SDN and multi-controller
SDN, followed by the drawbacks of existing con-
troller authentication mechanisms.

2.1. SDN and Multi-Controller SDN

SDN, a revolutionary network paradigm, separates
the control plane from the data plane. This ap-
proach enables the deployment of a (conceptually)
centralized controller that provides a comprehensive
overview of the network and directs the forwarding
of packets in the data plane (consisting of controlled
devices). Communication between the controller
and SDN switches can be established through ei-
ther in-band or out-of-band methods, utilizing SDN
protocols such as OpenFlow [1]. In the in-band ap-
proach, control messages are transmitted over the
links shared by the data plane. Conversely, the
out-of-band method employs dedicated “controller —
switch” links for communication.
Multi-Controller SDNs. In cases where the
network comprises a large number of forwarding
devices or when the data plane is distributed far
apart geographically, a single controller may not be
sufficient to handle the requests effectively. Thus,
Multi-Controller SDNs are employed. In this ap-
proach, multiple controllers are utilized, where each
controller is responsible for a subset of SDN switches
located in a specific region and exchanges topology
information. Despite the distribution of controllers
across different locations, the control plane remains
logically centralized, achieving increased resilience
to failure and enhanced performance. The multi-
controller scheme is not only applied in large SD-
WAN networks by dividing the network into multiple
domains controlled by individual controllers with
in-band message transmission but also in smaller
local SDN networks, as depicted in Figure 1. This



paper focuses on multi-domain SDNs.
2.2. Controller Authentications

According to the de-facto standard of SDN proto-
cols (i.e., OpenFlow [11]), controller authentication
is not mandatory in SDN. The specification only
recommends configuring control channels between
controllers and switches using the SSL/TLS proto-
col without explicitly handling authentications over
controllers (due to the multi-controller paradigm
is not specified). Consequently, controller authen-
tication is typically achieved through Public Key
Infrastructure (PKI), where a Certificate Authority
(CA) issues certificates for controllers to serve as
their identification. The switch verifies the received
certificate before establishing a secure channel with
the controller. Existing SDN frameworks such as
Orion [12], NOX [13], POX [14], and Ryu [15] em-
ploy this approach for controller authentication.

2.3. Distributed Threshold Signature

The threshold signature scheme [10] allows for many-
to-one signing and verifying, whereby a group of
participants can generate their own partial signa-
tures (i.e., siglets), and the verifier can consolidate
the individual siglets and verify the global signature.
The scheme requires the number of participants to
exceed a certain threshold, hence the name “thresh-
old signature”. The process consists of five steps as
follows: i) Parameter negotiation: The scheme
first determines the value of ¢, n, two large primes p,
q, and each participant’s polynomials. These param-
eters can be configured by the operator. ii) Key
calculation: Individual public keys pk; and pri-
vate keys ¢k; are calculated for each participant
using the negotiated parameters, and the individual
public keys are distributed. After receiving the in-
dividual public keys, the global public key pk can
be constructed. iii) Siglet generation: Each par-
ticipant calculates the siglet using their private key.
iv) Global signature generation and verifica-
tion: The verifier, which can be any participant,
receives t siglets and calculates (consolidates) the
global signature with them. The verifier is then
able to verify the global signature using pk. v) Sig-
nature sharing: The global signature is shared
among the participants who are required to present
the signature for various purposes.

2.4. Related Work

This subsection surveys relevant work, which can be
classified into three categories, detailed as follows.

2.4.1. Point-to-point Authentication

Point-to-point authentication mechanisms rely solely
on the authenticating and authenticated nodes (i.e.,
source and destination). This mechanism is com-
monly used in multi-controller SDN schemes. For
example, DISCO [16] and SPARC [17] utilize the
Simple Authentication Security Layer (SASL) [18],
which leverages an authentication ID issued by the
system operator to authenticate controllers. Simi-
larly, Onix [19] and Orion [6] employ remote proce-
dure calls (RPCs) between controllers, employing
SSL/TLS for security. Authentication in these cases
is achieved using certificates issued by a central au-
thority (CA). CIDC |20] and Hyperflow [21] are also
examples of this kind. However, the point-to-point
scheme requires a central management agent, such as
the CA, which can introduce security vulnerabilities
and become a single point of compromise and failure,
thus impairing overall security enhancements.

2.4.2. Blockchain-based Distributed Authentication

Blockchain-based schemes replace the centralized
CA with a distributed blockchain [22].  The
blockchain can be seen as a decentralized database
where blocks are connected through cryptographic
hash functions. Each block contains a replica of
the database, including a cryptographic hash of
the previous block, a timestamp, and transaction
data (records). In blockchains, records are im-
mutable, ensuring that the stored identifications
cannot be forged. BlockCtrl [8] and BlockREV [9]
are examples of authentication schemes that utilize
blockchain. While these blockchain-based schemes
address the issue of a single point of failure associ-
ated with CAs, attackers can still attempt to spoof
authentication information by intercepting the traf-
fic and potentially compromising the network’s se-
curity. Moreover, Some blockchain consensus mech-
anisms like Proof-of-Work (PoW) rely on computa-
tional power. An attacker with more than 51% of
the computational resources can “rule” the consensus
and compromise the system. Therefore, additional
measures should be implemented to protect against
such attacks and maintain the integrity of the au-
thentication process.

2.4.8. Threshold Signature-based Schemes

Da Silva et al. [23] suggest attesting the authenticity
of controller states using a signature generated with
a threshold encryption mechanism. FastHand [24]
addresses the limitations of traditional PKI-based
authentication and employs a threshold signature
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Figure 2: Motivation examples. A multi-domain SDN network with six controllers, each node represents a controller for brevity.

mechanism for user equipment (UE) handover across
5G base stations. However, both schemes treat each
node equally without considering best practices for
selecting an appropriate number of suitable nodes
to enhance security since proper consideration of
node selection is essential to improve the overall
security of the threshold signature mechanism (see
Section 3.1).

3. Motivation and Attack Model
3.1. Motivation

In this subsection, we motivate the EMP problem
through illustrative examples. To facilitate expla-
nation, we employ a synthetic logical topology of
an SDN network consisting of six nodes, and each
represents controllers or domains with controllers in
a multi-domain SDWAN setup (refer to Figure 2a).
This simplified representation allows us to demon-
strate the key concepts and challenges involved in
achieving efficient controller authentication.

3.1.1. Needs for Controller Authentications

In the depicted multi-controller network with six
nodes (as shown in Figure 2b), no security enhance-
ment measures are applied. Consequently, if an

end-host (e.g.a man-in-the-middle attacker) within
the network or a domain decides to impersonate
a controller, say vq, the attacker can easily inter-
cept the communication messages. By constructing
packets to hijack the traffic, the attacker can then
proceed to send misleading information to other con-
trollers. As a result, the integrity of the network is
compromised and susceptible to malicious activities.

8.1.2. PKI-based Authentication Is Vulnerable

PKI-based authentication is a commonly employed
mechanism for authenticating network entities. It
relies on a central authority (CA) to issue certifi-
cates for these entities. However, this centralized
approach poses a single point of vulnerability. As
shown in Figure 2¢, when the CA is compromised,
an attacker can exploit this situation to grant a legit-
imate identity to a device under their control. This
compromised device can then be utilized to compro-
mise the network, enabling potential unauthorized
access and malicious activities.

3.1.8. (t,n)-Threshold Signature Brings New Hope

In the (¢,n)-threshold signature authentication
scheme, the authorization of an entity by other enti-



ties requires “endorsement” from ¢ — 1 entities, thus
significantly enhancing security. This process is
illustrated in Figure 2d, where vy intends to commu-
nicate with vs. A (¢,n)-threshold signature-based
authentication is initiated. Firstly, ve sends a signa-
ture, generated using its private key, to vs. Subse-
quently, v3 requests signatures from two other nodes
(e.g., v1 and vy) to “endorse” the communication. By
consolidating the three signatures (fromwvy, vo, and
v4), v3 creates a global signature. Upon successfully
verifying this signature using its own public key,
vs can determine that vy is a trustworthy partner,
thereby allowing further communication to proceed
with confidence.

3.1.4. Choosing the “Endorsements” Is Non-trivial

Nevertheless, it is important to note that the (¢, n)-
threshold signature-based authentication can have
a dual impact. While it enhances security, it also
introduces performance overhead that needs to be
taken into consideration.

Larger number of “endorsements” improves
security but also results in increased overhead.
This can be observed in the example depicted in
Figure 2e. The overhead introduced includes the
time taken to obtain each siglet (e.g., half round-trip
time (RTT) between vy and vz, and RTT among vq
and vs, vg and v3), the overhead for consolidating
the siglet into a global signature, and the overhead
of verifying the global signature. It is clear that
the overhead is directly related to the value of t,
with larger ¢ values leading to higher overhead. Ad-
ditionally, the selection of nodes for “endorsement”
also affects performance, as nodes located farther
away contribute to longer RT'T, further impacting
the overhead.

In addition, the probability of each controller be-
ing compromised can vary depending on factors such
as the number of hosts and operators. It is worth
noting that to control the communication, attackers
would need to compromise all “endorsement” nodes.
This highlights the significance of carefully select-
ing the appropriate nodes for “endorsement” in
the authentication process as an essential task.

Hence, judiciously selecting ¢ and the nodes
with the consideration of efficiency and se-
curity is important. As demonstrated in Fig-
ure 2f; it jointly considers security and efficiency,
facilitating the network with security at a minimum
performance overhead.
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»
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Figure 3: Protocol procedures and phases.

3.2. Attack Model

Our attack model is based on the traffic spoofing at-
tack [25], where the attacker can intercept the traffic
of a controller within the same domain. We make
four assumptions in this attack model: i) Each at-
tack is conducted by capturing the traffic only from
the controller that resides in the same domain as
the attacker’s host. ii) The attacker is unaware
of the total number of controllers in the network
and which specific nodes are used for “endorsing” an
authentication. iii) The attacker cannot compro-
mise the host running the controller and thereby
cannot gain access to the public/private keys used
for generating and verifying signatures. iv) The
attack can neither discover the bitmap structure
(as described in Section 4) nor identify the “endors-
ing” nodes. While our attack model focuses on
spoofing attacks, common authentication attacks
like password guessing and dictionary attacks can
be inherently defended because our system relies on
a threshold signature scheme, not individual pass-
words. An attacker would need to compromise a
minimum number of nodes (t) to forge a valid sig-
nature, making these traditional attacks ineffective.

4. The SERAPH Authentication Protocol

This section outlines the SERAPH protocol, taking
into account the assumptions of our attack model
as described in Section 3.2.

The initialization of the Seraph protocol is per-
formed by the network operator, who configures
the t value, “endorsement” mapping, and a polyno-
mial required to establish the threshold signature
scheme for authentication purposes, as described in
Section 2.3. The “endorsement” mapping is derived



from the SERAPH algorithm, which is elaborated
upon in Section 6.2.

Once the network begins, controllers exchange
routing or control information among controller
nodes. However, prior to this procedure, the SER-
APH authentication protocol is essential for security
measures. It consists of three phases: authentication
requesting, “endorsement” information passing, and
joint signaturing.

As depicted in Figure 3, when a controller (re-
ferred to as the “source”) intends to transmit infor-
mation to another entity (referred to as the “destina-
tion”), a series of steps should be followed: i) Firstly,
the source sends its signature to the destination.
ii) Upon receiving the signature, the destination
acknowledges the authentication attempt and sends
a shuffled list of node IDs back to the source. It is
important to note that this list contains a greater
number of nodes (ranging from 20% to 50%) than
the actual topology to enhance security. iii) Subse-
quently, the source receives the shuffled list, selects
the necessary “endorsement” nodes, and returns the
sequence bitmap to the destination. In this bitmap,
the i*® bit represents the usability of the i*" node
in the received shuffled list. By not revealing the
construction of the bitmap, the attacker is unable to
obtain the required “endorsement” nodes. iv) The
destination then receives the bitmap and requests
signatures from the corresponding “endorsement”
nodes. v) Finally, the destination consolidates the
signatures obtained from the source and the “en-
dorsement” into a single global signature, which is
subsequently verified. If the verification process suc-
ceeds, the source is authenticated, and subsequent
control messages can be transmitted.

5. Formulation

In this section, we begin by providing a mathemati-
cal description of the multi-controller network and
introducing the metrics employed to evaluate its
security and performance. Subsequently, we outline
the constraints and objective functions for the EMP
problem, formulating it as an optimization problem.

5.1. System Description

In this subsection, we present the mathematical
formulation of the multi-controller network. For
brevity, each domain is represented as a single node,
and the detailed topology within each domain is
omitted. The definitions for the notation used can
be found in Table 1.

The network can be represented as a graph

Table 1: Notation Definitions.

Nota. | Description

Network node set. V = {v1,vs,...,0,}.

Edge set. £ = {e1,ea,...}.

Number of domains in the network.

Threshold set. T = {t1,t2,...,tn}-

Matrix of the “endorsement” mapping.
X={wi;}, xi; €{0,1}.

b |3 o<

Set of (shortest) paths between node v;
and other nodes. P; = {71, Pa,... }.

3

Set of lengths of paths in P;. L; =

{71, P2],. -} ={li,lo,... }.

Probability of compromising the network
under the “endorsement” mapping X.

i Probability of compromising controller v;.

Communication overhead for v;, authen-

1)71
Cx* (vi) ticate at v;,.
v, Computational overhead for v;, authenti-
Ax' (Vi) | cate at v
cate at v;,.
o Per-node signature consolidation time usage.
A Global signature verification time usage.

G = (V,E), where V = {v1,v2,...,0,} is the set
of network domains controllers. n represents the
total number of domains, and v; represents the it®
domain’s controller! in the network. £ is the links
set. Each node in V can choose a number ¢ as
the minimum number of nodes (including “endorse-
ment” nodes and the source) required for authen-
ticating the source. We use T = {t1,t2,...,tn}
as the set of threshold values for authenticating
each node. Let X be the matrix of “endorsement”
mapping, and x;; = 1 represents authenticating
node i requires node j for “endorsement”. Let
P = {?1, T .. } be the set of (shortest) paths of
v; and other nodes, and the length of each path is
represented as the cardinality of the path vector set
\?k| Hence, the length set of path set P; is written
as Ly = {| 7], P2l }-

5.2. Metrics

5.2.1. Probability-based Security

Suppose an attacker can launch a spoofing attack by
spoofing the controller of the same domain. To be
authenticated, the attacker must obtain siglets of the
"endorsement" nodes. However, since the construc-
tion of the bitmap (as mentioned in Phase iv)))

th th

1We say i*® controller to represent the i*" domain’s con-

troller in the remainder of the paper.



cannot be recovered by the attacker, the probability
of being compromised (i.e., the probability that the
attacker successfully passes the authentication) is
composed of two main factors: the probability of
successfully guessing the “endorsement” pattern and
the probability that all “endorsement” nodes are
compromised. Thus, it can be expressed as

L)

1 n
PX(U'[I):f—pU‘ Hp' ’
g Li —1 i1 J
Coli+-+ 0y j=1

. €T
where v;, is the source node, and p,, ]_[;L:1 pj”'7

indicates the probability of compromising the source
node and all “endorsement” nodes.

5.2.2. Communication Quverheads

As the threshold signature-based authentication ne-
cessitates additional assistance from the “endorse-
ment” nodes, communication between the destina-
tion node and these nodes introduces authentication
overheads. This can be expressed as the length of
the corresponding point-to-point paths, which can
be written as

G;)(” (’Uiz) = Li2 : I: (2)

where L;, is the set of shortest lengths of paths
between v;, and other nodes, and Cy* (v;,) is the
total length of the paths required for “endorsing”
v;,’s authentication.

5.2.3. Signature Computational Overheads

When the destination node receives siglets from
the source node and the “endorsement” nodes, it
needs to consolidate these siglets into a single global
signature and then verify it. The time required for
verifying the global signature is constant, while the
time taken to consolidate the siglets is proportional
to the number of “endorsement” nodes. Thus, the
overhead can be formulated as

A;1 (Ui2) = azmmlj + A, (3)

Jj=1

where a and \ are the constants that represent the
calculation overhead of a per-node signature consol-
idation and signature verification, respectively.

5.8. Contraints

This subsection introduces the constraints consid-
ered in this work.

5.3.1. “Endorsement” Constraint

Our scheme utilizes threshold signatures to enhance
security, and the authentication of each node neces-
sitates “endorsement” from at least one additional
node. Therefore, the endorsement nodes should nei-
ther be the source nor the destination. This can be
expressed as follows

Tiyi, =0, (4)
where v;, €V is the source node.

5.8.2. Threshold Signature Constraint

Furthermore, the total number of nodes involved
in “endorsing” the authentication should not exceed
the number of nodes in the network. This can be
formulated as

n
tigz:xijén—lt@?, (5)
j=1

where n — 2 represents the authenticating nodes
(i.e., source and destination nodes) should be omit-
ted, and ¢; is the threshold in the (¢,n) threshold
signature.

5.8.3. QOwverall Security Constraint

Each network may support different services or ap-
plications that require varying levels of security. For
instance, a network supporting military industrial
control is considered more security-sensitive than
a home network [26]. Although application-level
security requirements may vary, the fundamental
security requirements for the physical WAN’s do-
mains rarely change. Hence, we utilize the level of
security to assess whether a setup is suitable for
safeguarding the system. Therefore, we can write

n n
10g Pi Hp]z‘ij S Zsec 1Og Di Hpj ) (6)
j=1 j=1
where £, is the level of security assigned by the
network operator, and the level of compromising
probability across nodes should not exceeds lg..
Di H;L:l p; denotes that the possibility of compro-
mising all nodes in the network when all are chosen
as “endorsement” nodes. To diminish the impact of
the size of different topologies, we apply logarithm
calculations to the compromising probabilities.



5.4. Objective Function

The EMP problem focuses on securing authentica-
tion (security) while minimizing performance over-
head (efficiency). As each network operator can
determine the necessary security level based on net-
work usage, our problem transforms into finding the
authentication “endorsement” mapping that attains
the minimum performance overhead for a given se-
curity level. Hence, we can represent the objective
function as

#=Y ¥ (©

vy €V vi, EV

:Z Z LiQ.fi_l)—i-aZ:L'vilj—i-/\ (7)

Vi, EV vi, €V j=1

=3 > > wii iy +a)+ (n—17°\

Vi EVvi, €V j=1

”11 1}12 +Auzl (U’Lg))

5.5. Problem Formulation

As mentioned in the previous subsection, the EMP
problem concerns finding a secure endorsement
scheme X that attains minimum performance over-
head (obj). This problem can be formulated as

mxin Z Z Z:L’Z‘lj (liyj + @) + (n— 1)%A
Vi €V vy €V j=1
st (4)(5)(6), (P)
zi; €{0,1},
Vi, jyi1,i2 € V,ig # j,i1 # 2,

where {z;;} are the designed binary integer variables,
and L; is the calculated path length vector. Symbols
a, A, and £ are constants indicating the overhead and
security levels, respectively. Since the variable {z;;}
is binary, Problem (P) is an interger programming
problem.

6. Solution

In this section, we first prove the NP-hard complex-
ity of the EMP problem and then present an efficient
heuristic algorithm — SERAPH.

6.1. Complexity Analysis

This subsection proves the NP-hardness by reducing
a special case of the EMP problem to the traveling
salesman problem (TSP).

Theorem 1. For a special case where (1) each node
requires exactly one node to “endorse” the authenti-
cation; (2) each node only “endorses” the authentica-
tion of one other node; and (3) the attacker cannot
guess the “endorsement” nodes, the EMP problem is
NP-hard.

Proof 1. We first introduce the traveling salesman
problem (TSP). The TSP problem involves studying
the problem of finding the optimal route for a sales-
man to traverse all the locations exactly once. A
typical formulation of the TSP problem is as follows:

min ZZ(’UTU
Zx” =1 Zw” =1
Zzz” <|8|-1,

VSCV,2§|S\§77,72,

where S is the set of all tours of the graph G. {z;;}
indicates if the salesman visits city j immediately
after city i, x;; = 1; and 0 otherwise. It has been
proven that the TSP problem is NP-hard [27].

We then prove under the aforementioned special
case, Problem P and the TSP problem are equiv-
alent. Given the spacial case in Theorem 1, the
objective function can be derived as 32,37, li;xij,
and Constraint (6) is eliminated (given Condi-
tion (3)). It is noted that Constraint (5) can be
derived to n < Y i, Z;L:1 xzi; < n(n—2). Let

= > > @i — (n —2). Hence, the con-
straint can be written as 2 < S' < (n—1)(n — 2).
Consequently, Problem P can be reformulated as

rnln ZZZ iTij

i=1 j=1
n n P7
o Y1 wy=1, )
i=1 =1
2<8 <(n-1)(n-2),

where it is easy to prove that (n —1)(n—2) > n—2.
Hence, 2 < 5" < (n—1)(n —2) has a larger range.
Problem (P’) aims to minimize the overall trans-
mission performance overhead. We can consider the
“endorsement” mapping x;; as the traveling sequence
in the TSP problem and treat S’ as the tour set S
in TSP. We can prove that the solution with the
minimum performance overhead exists if and only if



Algorithm 1: The SERAPH algorithm.
Input: G = (V, E): The topology;
Input: {p;}: Compromise probability vector.
Input: ls..: Configured security level.
Output: X: “Endorsement” mapping.
1 X ={0,...,0}; Calculate the node distance
matrix D with the Dijkstra algorithm [28];
2 Derive list of vectors D', where the D] is
vector of nodes sorted by distance between
v; in ascending order;
Sort each vector in D’ by {p;} in ascending
order as D";

w

4 for i €[1,n] do

5 X'+ X;

6 for v; € D} do

7 XL’,J. =1;

8 if Px/(’l}i) < lsee then
9 X « X,

10 break;

11 return X

the TSP problem has an optimal solution that uses
the minimum cost to travel to all cities. The problem
construction can be derived in polynomial time, but
finding the optimal solution for Problem (P’) is NP-
hard due to the NP-hardness of the TSP problem.

Since Problem (P’) is a special case of the TSP
problem, we can conclude that

Theorem 2. The “endorsement” mapping problem
problem is NP-hard.

6.2. The SERAPH Algorithm

The complexity of the EMP problem arises from
the variations in the compromise probability of each
node. Due to its NP-hard complexity, we propose
an efficient heuristic algorithm to solve it.

As demonstrated in Algorithm 1, the intelligence
behind Seraph lies in utilizing the most secure and
closest nodes for authentication “endorsement”. The
SERAPH approach is a three-step iterative process
described as follows.

(1) Initialization. SERAPH first computes the
shortest paths for each pair of nodes, generating
a list of “endorsement” candidates for each node.
The list is then sorted in ascending order based
on distance and in ascending order based on the
probability of compromise.

(2) Security-first “endorsements”. After ini-
tialization, SERAPH iteratively assigns nodes from
the sorted candidate list to “endorse” the authen-
tication and updates the endorsement mapping ;.
This ensures that the selected nodes are both the
closest and the most secure.

(3) Constraint comparing. Finally, SERAPH
calculates the compromise probability of the node
(i.e., Px(v;)) based on the “endorsement” mapping
z;. If the security level of z; aligns with the net-
work operator’s configuration, SERAPH proceeds to
the next node. Otherwise, node v; requires addi-
tional “endorsement” nodes to be assigned from the
candidate list.

7. Simulation

This section describes the simulation of SERAPH. We
first present the simulation setup and then introduce
the compared algorithms. Finally, we exhibit the
simulation results and analyze them. In summary,
the simulation results indicate that SERAPH
can not only achieve comparable performance
to Optimal but also scale well with larger
topologies.

7.1. Simulation Setup

We utilize topologies from the Topology Zoo [29]
in our simulations. It includes 262 real-world back-
bone network topologies provided in gml file for-
mat. Our simulation is implemented in Python,
utilizing the popular python-igraph [30] graph li-
brary for reading gml files and performing shortest
path calculations. In the simulation, each node in
a topology represents a domain with one deployed
controller. The compromise probability for each
controller (node) is randomly generated within the
range of [0.1, 0.9] following a uniform distribution.
The setting is based on the statistics for various
vulnerability databases [31, 32]. The configured se-
curity level of the whole network is set from 0.1 to 1.

7.2. Compared Algorithms

‘We compare three algorithms in the simulation de-
scribed as follows.

e Single: this is the lower bound algorithm, where
no “endorsement” authentications are required.

e Optimal: this is the optimal solution to the
“endorsement” mapping problem problem.

e SecFirst: this solution aims at achieving the
best security and is the upper bound.

e LowOverhead: this solution minimizes the “en-
dorsement” overhead without considering security.

e SERAPH: this solution is detailed in Section 6.2.
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Figure 4: Performance of the compared algorithms on the Abilene topology.

7.3. Simulation Results and Analysis

We compare the performance of the mentioned al-
gorithms, evaluating security ratios, signature over-
head, communication overhead, and time usage. Our
results show that SERAPH achieves near-optimal per-
formance on small topologies and scales efficiently to
larger topologies with stricter security requirements,
indicating significantly faster execution times for
SERAPH.

7.8.1. Performance Comparison on Abilene

We utilize the Abilene topology [33], which consists
of 11 nodes and 14 links. Abilene, the former ver-
sion of Internet2 [34], is extensively as a case studied
in the networking community. Besides, due to the
time-consuming nature of signature calculation and
verification, which takes milliseconds to derive re-
sults, we preconfigure « (calculation overhead) and
A (signature verification overhead) to 9 ms and 4 ms,
respectively. We believe the performance setting is
sound as manifested in [35, 36]. Finally, we conduct
10 simulations for each run to minimize errors.

(1) Security. We employ a probability-based ap-
proach that calculates the ratio of the compromised
probability of a specific solution X to the ratio of
that in the most secure setting (i.e., the SecFirst
algorithm). This can be derived from Equation 6
and expressed as follows:

log (Pi JE= p;”)

log (pi H;Lzl pj) (9)

sec = s

where sec is the ratio, and we utilize logarithm to
mitigate the impact of topology sizes (i.e., the num-
ber of nodes in a topology). As shown in Figure 4a,
Single only achieves an average of 0.079 compared to
the most secure scheme, failing to meet all security
requirements. LowOverhead fails to satisfy 60% of
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the cases as it does not consider any security fac-
tors. Additionally, the variation (see the error bar)
in LowOverhead is larger than that of other algo-
rithms due to the larger solution space it considers.
SecFirst serves as our baseline in this evaluation, rep-
resenting the most secure scheme. Despite incurring
significant overheads (see Section 7.3.1(2)), SecFirst
satisfies the security requirements even when they
are not explicitly demanded. Furthermore, we ob-
serve that Optimal drops to 0 when the security
requirement is set to 1.0. This is because Optimal
fails to generate a feasible solution for the EMP
problem. On the other hand, SERAPH can still fulfill
the requirement thanks to its iterative approach.
Overall, SERAPH demonstrates comparable
performance to Optimal while satisfying all
security requirements.

(2) Overheads.

We present the signature verification and commu-
nication overheads of the compared algorithms in
Figures 4b-4c. SecFirst exhibits the highest over-
head for both signature verification and communica-
tion due to its utilization of all nodes (excluding the
source and destination) for “endorsement”. This is
anticipated since it pursues maximum security. In
contrast, Single achieves the lowest overhead, with a
0 communication overhead as it solely authenticates
with the source node itself. LowOverhead delivers a
steady low-overhead performance in both signature
verification and communication when compared to
Optimal and SERAPH. This is attributable to the re-
laxation of the security constraint in LowOverhead.
Compared to Optimal, SERAPH incurs up to 22.6%
more overhead for signature verification and as high
as 22.9% more overhead for communication, con-
tributing less than 2 seconds for authentication. We
consider the overhead to be acceptable for SD-WAN
since the BGP protocol (a distributed protocol for
multi-domain WAN) updates its routing information
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every 120 seconds [37]. Furthermore, as Optimal
fails to generate a feasible solution for the 1.0 secu-
rity requirement, the overhead drops to 0 in both
figures.

(3) Time usage. We present the execution time
comparisons of the algorithms. Single and SecFirst
do not utilize any “endorsement” nodes, resulting
in a fixed zero matrix solution and a 0 time usage.
LowOverhead disregards constraints, enabling it to
execute in a shorter duration but exhibiting greater
variation due to the larger solution space mentioned
in Section 7.3.1(1). On the other hand, the Optimal
algorithm achieves better security performance at
the expense of longer time usage. SERAPH signifi-
cantly reduces time expenses by up to 93.6% while
attaining near-optimal performance on security and
overhead metrics.

7.8.2. Performance Across Various Topology Sizes

To demonstrate the scalability of SERAPH, we con-
ducted simulations across multiple topologies rang-
ing from 5 nodes to 92 nodes from Topology Zoo.
We used the same o and A values as mentioned in
Section 7.3.1. For each simulation, we ran it 10
times to reduce errors, with average values used
to show performance. In summary, SERAPH
achieves comparable security performance to
Optimal while attaining scalable to stricter
constraints.

(1) Security. We utilize the same security met-
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ric as shown in Equation 9. Figure 5 demonstrates
the achieved security level under different topology
sizes and security requirements (each displayed in
each subplot). We observe that Single, SecFirst,
and LowOverhead remain unchanged across differ-
ent subplots as they are not affected by varying
security requirements. Optimal and SERAPH exhibit
comparable performance and can fulfill most security
requirements (ranging from 0.1 to 0.8). However,
under security requirements of 0.9 and 1.0, Optimal
encounters difficulties in deriving feasible solutions
(e.g., b-node topology under the 0.9 security re-
quirement and all topologies under the 1.0 security
requirement), whereas SERAPH successfully gen-
erates corresponding solutions that satisfy all
requirements. Furthermore, we observe "L"-shape
plots when the security requirement is below 0.9.
This phenomenon arises from the fact that, with
small topology sizes, the limited number of nodes
leads to a significant increase or decrease in security
with the “endorsement” of just one more or one less
node. Additionally, we notice a peculiar occurrence
where Optimal achieves a value close to 0.5 for the
5-node topology under the 0.9 security requirement,
even though the value should either be 0 (indicating
no feasible solution) or above 0.9. This discrepancy
is due to averaging, where 5 out of 10 simulation
rounds fail to derive feasible solutions.

(2) Overheads. As demonstrated in Figure 6
and Figure 7, Single once again achieves the mini-
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mum overhead across all requirements and topolo-
gies. The disparity between Optimal and SERAPH
becomes more pronounced with increasing topology
size. Generally, SERAPH contributes up to 23.3%
more signature verification overhead and up to 21.8%
more communication overhead. Moreover, commu-
nication overhead experiences irregularities in the
Ulaknet topology [38] with 82 nodes. This can be
attributed to Ulaknet’s star-like topology, where
three main nodes are interconnected while all other
nodes connect to these three nodes. Turns out, the
communication overhead is significantly reduced due
to the maximum path length being limited to four.
(3) Time usage. As observed in Figure 8,
LowOverhead and Optimal, which solve the integer
programming problem, exhibit comparable time us-
age across all security requirement cases and topolo-
gies. Furthermore, an exponential-like increase can
be observed as the size of the topologies increases.
Conversely, SERAPH achieves linear performance im-
provement as the number of nodes increases, thanks
to its iterative design. Additionally, it can reduce
time usage by approximately 93% while achieving
comparable security performance to Optimal.

8. Discussion

This section discusses miscellaneous properties of
SERAPH. These properties exhibit SERAPH is prac-
tical, resilient, and performant in its applicable sce-
narios.
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8.1. Practical Deployment

The SERAPH protocol is a security enhancement
for the control plane of the SDWAN. Hence, it can
best facilitate the programmability introduced by
the SDN mechanism to implement the protocol as an
application running on the control plane. This elimi-
nates the need for hardware modifications or changes
to the control plane operating system. Therefore,
Deploying SERAPH becomes as straightforward as
installing a new software program, significantly re-
ducing deployment complexity and costs.

8.2. Resilient to Changes

SERAPH is designed for multi-domain SDWANS,
where the network is logically segmented into do-
mains, each managed by a controller. Within a
domain, changes to the network topology or capac-
ity are expected. However, the topology between
domains, and by extension, the controllers managing
those domains, tend to remain stable. Since SER-
APH focuses on authentication between controllers
in these interconnected domains, frequent topolog-
ical changes within domains have minimal impact
on SERAPH. In the rare instance where the overall
network topology undergoes a significant shift, neces-
sitating changes to the topology between domains,
SERAPH can be adapted through software reconfigu-
ration. Hence, SERAPH is resilient to changes.



8.3. Generality of the Dataset

We leverage the Topology Zoo topological dataset
in our simulations to evaluate the performance of
the SERAPH algorithm. We believe Topology Zoo
is general, and the reason is three-fold. i) Diverse
network types. Topology Zoo includes a variety
of real-world topologies, encompassing star (e.g.,
Padi), ring (e.g., Viatel), tree (e.g., AMRES), mesh
(e.g., GlobalCenter), and daisy chain (e.g., Chinanet)
structures. This diversity provides a strong foun-
dation for evaluating SERAPH’s adaptability to dif-
ferent network environments. ii) Real-World rel-
evance. Unlike synthetic datasets, Topology Zoo
provides a total number of 262 real-world network
topologies. This ensures that the performance evalu-
ation reflects SERAPH’s effectiveness in realistic sce-
narios. iii) Popularity. The popularity of Topology
Zoo is evident with over 1550 citations for the JSAC
paper [29] on Google Scholar. This widespread use
within the network research community strengthens
the dataset’s credibility as a benchmark for our sim-
ulations. In conclusion, Topology Zoo’s diversity,
real-world focus, and established reputation make it
an ideal choice for evaluating Seraph’s performance
across a broad range of network conditions.

8.4. Applicable Scenarios

Our simulations demonstrate SERAPH’s efficiency in
multi-domain SDWAN environments. However, it
is important to acknowledge that applications with
extremely strict latency requirements might benefit
from alternative authentication approaches due to
the overhead. To this end, we plan to optimize the
verification and solution derivation processes for the
Seraph protocol and algorithm as part of our future
work. This optimization aims at minimizing over-
head while maintaining security, making SERAPH a
compelling solution for a broader range of scenarios.

9. Conclusion and Future Work

This paper identifies the potential risk of spoof-
ing attacks in the PKI-based multi-controller au-
thentication schemes widely used in SDWAN. To
enhance authentication security, we present an ap-
proach based on (¢, n)-threshold signatures, which
requires “endorsement” nodes to authenticate each
node. We investigate the optimal method for set-
ting the “endorsement” mapping, introduce the EMP
problem, and formulate it as an integer programming
problem. Additionally, we prove the NP-hardness
of EMP and present the heuristic algorithm SER-
APH, which efficiently solves it. Simulation results
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indicate that SERAPH achieves near-optimal perfor-
mance with a 90% reduction in time usage. We
hope our proposed (¢, n)-threshold signature-based
authentication paradigm will inspire the community
to establish a more secure SDWAN network.

We envision two key areas for SERAPH’s future
development. Firstly, we will conduct more com-
prehensive simulations using diverse compromise
probability distributions. This will strengthen our
evaluation of SERAPH’s robustness under various
real-world vulnerability scenarios. Secondly, we plan
to optimize the SERAPH protocol and algorithm to
reduce overhead, including verification calculation
overhead, communication overhead between nodes,
and solution derivation time. This optimization will
broaden the range of applications where SERAPH
remains an efficient solution.
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We identify the drawbacks of existing PKI- based point-to-point authentication schemes in multi-
controller SDWAN and present a (t,n)-threshold signature-based authentication scheme.

We identify the Endorsement” Mapping Problem (EMP) problem in the proposed scheme,
formulate the problem as an integer programming problem, prove its NP-hard time complexity,
and propose an efficient heuristic algorithm called SERAPH.

We conduct rigorous simulation to evaluate the performance of the SERAPH algorithm and prove

it can achieve near-optimal performance with over 90% time-usage reduction.
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